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Tip!
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Figure 18: Initial System Manager window

A new System Manager does not yet show any Net Optics units. The System
Frame portion of the window displays iBypass Switches and Groups as you add
them to the system. The Information Frame portion of the window displays
Status, Configuration and Control information for the selected unit.

To use pop-up menu shortcuts, click your right mouse button in the System Frame.

Create a System Manager Group

Organize iBypass Switches or other Net Optics devices into groups for quick ac-
cess. Devices must belong to a group. If you add an iBypass switch when there is
no group, a group is created automatically.

To create an iBypass Switch group:

1. Click New Group in the toolbar.

A new group bar appears in the System Frame as shown in the following figure.
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Figure 20: New Group
2. Either accept the default group name or edit it by typing the new name and

pressing Enter.

Delete a System Manager Group

You can delete a group; however, all devices within that group will also be deleted
from System Manager.

Note:

Deleting an iBypass Switch from System Manager does not affect the current
operating status of the iBypass Switch. The iBypass Switch continues to pass traffic
from the Network ports to the Monitor Ports. However, you will not have visibillty
from System Manager unless it is added back in.

To delete a group:
1. Right-click the group that you want to delete.
2. Select Delete from the pop-up menu.

The group and all associated devices are deleted from System Manager.

Add Devices to a System Manager Group

To configure and control iBypass Switches with System Manager, you must add
each iBypass Switch to a group. Once you have added an iBypass Switch, you can
configure, modify, and delete it from System Manager.

Note:

The iBypass Switch must be connected to the network as described in Chapter 2
before it can be added to System Manager.
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To add an iBypass Switch to the system:
1. Select the group where the iBypass Switch will be added.

2. Click New Node in the toolbar. The New Node dialog box appears (see next
figure).

= Hew Hode MNMe

Mode Mame

rNUtes 2
| |

Figure 21: Adding a New iBypass Switch to a Group

3. Enter a name for the iBypass Switch in the Node Name text box. Each Node
Name in the system must be unique.

4. Enter the IP address of the iBypass Switch in the IP Address text box. The IP
address must be unique on the network.

5. Enter any relevant information about the iBypass Switch in the Notes text box.
6. Check your settings and click Create.

The System Manager now shows the iBypass Switch in the system (see the follow-
ing figure).
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Figure 22: Net Optics System Manager iBypass Switch

The indicator to the right of the iBypass Switch picture blinks green when the
iBypass Switch is functioning normally. If there is an alarm condition on the iBypass
Switch, the indicator blinks red. If System Manager cannot communicate with the
iBypass Switch, the switch graphic is grayed. Check that the iBypass Switch is con-
nected to the network and verify the configuration information.

Repeat for each iBypass Switch you are adding to System Manager.

Tip!

To change the display order of iBypass Switches, click and drag them into the desired order.

Using the Toolbar

The following figure shows the System Manager toolbar after an added unit is

selected.
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Figure 19: Toolbar
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The table below describes the icons found on the toolbar.

Tool Description

New iTap Add iBypass units to a group

New Group Create a group

Delete Delete an iBypass Switch from the system

Modify Change the iBypass name, IP address, model, and add notes
Refresh Refresh the data display

Exit Close Net Optics System Manager

About View information about System Manager

Delete an iBypass Switch from System Manager

You can delete an iBypass Switch from System Manager when you remove an
iBypass Switch from your network. If you have removed an iBypass Switch from
the network, System Manager continues to poll the iBypass Switch IP address for
data until you delete the iBypass Switch from System Manager.

To delete an iBypass Switch from System Manager:

1. Select the device you want to delete by clicking its icon.
2. Click Delete in the toolbar.
A confirmation dialog box appears.

3. Click Yes to delete the iBypass from System Manager.

Configure an iBypass Switch from System Manager

Set the configuration parameters of an added iBypass Switch from the Configure
tab.

To configure an iBypass Switch:

1. Click the icon of the iBypass Switch you want to configure.

2. Click the Configure tab.
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Het Optics System Manager )
Node New Group Delete Modify Refresh Enit About Synchronizing
Status Configure 1

Maime Walug

IP Address 1050613

Net Mask 266.262.00

t anager 10.10.1.103

Gateway 1010.1.40

Port Parameter

Paort Connectivity Enable
Port Parameter —»

Port & Utilization Threshold %) 50

Port B Utilization Threshald [%] a0

Part 1 Utiization Threshald [%] 50

Poit 2 Utiization Threshold [%] 50

Reset Port & Peak Rate WO

Resst Port B Peak Rate NO

Reset Port 1 Peak Rate NO

Reset Port 2 Peak Rate WO

Resst Port A Statistics NO

Resst Port B Statistics NO

Reset Port 1 Statistics NO

Reset Port 2 Statistics WO

Current Date & Time 10/04/2006 12:06:55

Link Fault Detect OFF

Bypass Detect OFF

Heart Beat Timeaut Period(s] 1

Heart Beat Retries 3

Transmit Heart Beat Packet 005062 3060000050 c2 360010800,

Figure 23: iBypass Switch Configure Tab

3. Click the value field for the parameter you want to configure.

4. Select an option from the drop-down list or enter a new value from your
keyboard.

The following table describes the iBypass Switch options on the Configure Tab.

Field Name Description

IP Address IP address of the iBypass Switch; the default IP address is
10.60.0.123. Change the IP address by typing a new one
in the box.

Netmask The netmask; the default netmask is 255.255.0.0. Change

the netmask by typing a new one in the box.

System Manager IP | IP address of either the host PC running System Manager
Address over a WAN or the third-party SNMP management tool.
Change the IP address by typing a new one in the box.

Gateway IP Address | IP address of the current WAN gateway. Change the
gateway address by typing a new one in the box.
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Field Name Description
Port Connectivity ENABLE/DISABLE the monitor ports.

Port Parameter

Port A Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port A alarm is triggered when Port A ex-
ceeds 50% utilization.

Port B Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port B alarm is triggered when Port B ex-
ceeds 50% utilization.

Port 1 Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port 1 alarm is triggered when Port 1 ex-
ceeds 50% utilization.

Port 2 Utilization
Threshold

Percentage level at which this port use triggers an alarm;
as default the Port 2 alarm is triggered when Port 2 ex-
ceeds 50% utilization.

Reset Port A Peak
Rate

This value is always NO; when you change it to YES, the
values for the peak rate are reset, and this value returns
to NO.

Reset Port B Peak
Rate

This value is always NO; when you change it to YES, the
values for the peak rate are reset, and this value returns
to NO.

Reset Port 1 Peak
Rate

This value is always NO; when you change it to YES, the
values for the peak rate are reset, and this value returns
to NO.
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Field Name

Description

Reset Port 2 Peak
Rate

This value is always NO; when you change it to YES, the
values for the peak rate are reset, and this value returns
to NO.

Reset Port A Sta-
tistics

This value is always NO; when you change it to YES, the
values for the statistics are reset, and this value returns
to NO.

Reset Port B Sta-
tistics

This value is always NO; when you change it to YES, the
values for the statistics are reset, and this value returns
to NO.

Reset Port 1 Sta-
tistics

This value is always NO; when you change it to YES, the
values for the statistics are reset, and this value returns
to NO.

Reset Port 2 Sta-
tistics

This value is always NO; when you change it to YES, the
values for the statistics are reset, and this value returns
to NO.

Current Date & Time

Click the existing date and adjust it with the up and down
arrows.

Link Fault Detect

OFF (Not appllicable to fiber products.)

Bypass Detect

Turn Bypass Detect ON or OFF. In most environments,
Bypass Detect should be OFF.

Heartbeat Timeout
Period(s)

Number of seconds between Heartbeat Packets sent from
the iBypass unit to a connected monitoring device. The
default is 1 second. If this parameter is set to 0, the Switch
is forced into Bypass Mode.

Heartbeat Retries

Number of heartbeats that do not come back from a de-
vice before an iBypass unit stops sending traffic through
that monitoring device; the default is 3. Heartbeat packets
continue to be sent and if one comes back from the at-
tached device, traffic flow to the device resumes.

Transmit Heartbeat
Packet

View or change this heartbeat packet. The default is 00 05
€2 3¢ 60 00 00 50 c2 3¢ 60 01 08 00

The new configuration parameters take effect the next time System Manager polls
the iBypass Switch. If System Manager detetcts a change when it pools, a circled
arrow appears next to the value until the next polling.
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View iBypass Switch Information from System Manager

TIP!

System Manager allows you to view the current iBypass Switch configuration infor-
mation, including the Monitor Port connections.

To view iBypass Switch information:

1. Click the image of the iBypass Switch

you want to view in the System Frame.

The following information is displayed.

Het Optics System Manager (o,
Node  New Group Delete Modify Refresh Exit About
M Status Configure
Mame Walug
W Sustem Status ur
Bypass Madel Fiber Heart Beat Bypass
Fort & Port Speed Gigabit
Port B Port Speed Gigabit
Port 1 Part Speed Gigabit
Fort 2 Port Speed Gigabit
Power Supply 1 Status OFF
Poweer Supply 2 Status oN
Heart Beat Packet O50C23CE0 0 OS0C23CE0 1 B 045
Bypass State OFF
W Part & Status DOwM
Utilization 1}
Peak Rate 1}
Time OF Peak
Tatal Packets 1}
Total Bytes 1}
Oversize Packets o
Calision Packets 0
CRC Packets 1}
W Port B Status DOwWM
Utilization o
Peak Rate 1}
Time OF Peak.
Total Packets o
Tatal Bytes 1}

Figure 24: iBypass Switch Status Tab

The Status tab is a read-only list of information from the iBypass Switch. Use the
scroll bar and arrows to view the entire list if necessary.

Fields that have been updated since the last refresh display with a circle and arrow
Jjust to the left of the value field.
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The following table describes the status fields.

Field Description

System Status UP/DOWN

Bypass Model Fiber Heartbeat iBypass Model Number
Port Speed GIGABIT

Power Supply 1, 2 OFF or ON

Heartbeat Packet

Packet sent; default is 00 05 ¢2 3¢ 60 00 00 50 c2 3c 60 01
08 00 and can be altered. See heartbeat explanation earlier
in this chapter.

Bypass State

ON or OFF See Chapter 1 for details.

Port A/B Status

Utilization A percentage from 0-100 that reflects the amount of Port A
capability being currently used.
Peak Rate Highest utilization percentage Port A has achieved since

the last reset was done from either System Manager or by
pressing the reset button on the unit. For example, if these
utilization percentages occurred:

Time Utilization %

12:01 1%

12:15 2%

1:00 50%
1:25 15%
1:45 20%
2:00 30%
217 40%
3:03  30%
3:45  20%
4:.00 60%

At noon, the network manager pressed the unit reset but-
ton; Peak Utilization was then zero. At 1pm, the network
manager looked at the LCD on the unit and the Peak Rate
was 50%. At 2pm and 3pm, she looked at the unit again and
the Peak Rate was still 50%. When she looked at the unit at
4pm, the Peak Rate had changed to 60%.
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Field

Description

Time of Peak

Day the Peak Rate occurred in the format mm/dd/yyyy and
the exact time the peak rate occurred in the format hh:mm:
ss using a 24 hour clock. For example, the value 12/12/2006
13:34:44 indicates that the last Peak Rate occurred Decem-
ber 12, 2006 at 1:34 pm.

Total Packets

Total number of packets that have passed through the
iBypass unit since the last reset. When this value changes,
a circled arrow appears next to the value to alert you to the
change; if polling produces the same total packet result
twice in a row, the circled arrow disappears.

Total Bytes

Total number of bytes that have passed through the iBypass
unit since the last reset. When this value changes, a circled
arrow appears next to the value to alert you to the change;
if polling produces the same byte total twice in a row, the
circled arrow disappears.

Oversized Packets

This function tracks the number of oversized packets since
the last reset. The Gigabit iBypass Switch handles jumbo
packets; this is just a tracking mechanism.

Collision Packets

This function tracks the number of packet collisions since
the last reset. When two or more stations attempt to transmit
a packet across the network at the same time, a packet
collision occurs. This is not uncommon in an Ethernet that
has many computers in the same network segment. When a
packet collision occurs, the packets are discarded. The origi-
nating station retransmits the packet in a timed sequence

to avoid further collision. Packet collisions can result in the
loss of packet integrity or can impede the performance of a
network.

CRC Packets

This function tracks the number of CRC errors since the

last reset. MAC Frame CRC errors are the most common.
MAC frame CRC errors are typically caused by either faulty
cabling or a collision. CRC errors are common on a busy
network, and a small percentage does not reflect a network
problem. When the percentage is large, or when a single
station shows a larger percent CRC errors, there is probably
a problem.
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Modify an iBypass Switch Name or Address from System
Manager

There are two ways to modify an iBypass switch name or address. Either change
them from the Configuration Tab for the device, or use the Modify option in the
menu. The second method is described here.

To change a switch name or IP address from the Modify iBypass Switch dialog:

1. In the System Frame, select the image of the iBypass Switch you want to change.

2. Click Modify in the toolbar. The Modify iBypass Switch dialog displays (see
below).

: Save Change

- [ Cancel

Figure 25: Modifying the iBypass Switch
3. Change the name or IP address of the iBypass Switch.
4. Optionally add notes.

5. Click Save Change.
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Change a Heartbeat Packet from System Manager

The heartbeat packet for a GigaBit iBypass Switch can be configured. To change
the default packet from the System Manager main menu, click Transmit Heartbeat
Packet and change the values.

Unistalling System Manager

If available, it is highly recommended that software be uninstalled through this op-
tion of Windows.

1. Click the Start menu button and navigate to Settings/Control Panel.
2. Double Click Add/Remove Programs.

3. Locate the Net Optics System Manager icon and click "Install/Uninstall" or
"Change and Remove Programs buton.

4. Follow the instructions provided through the software wizard.

5. Upon completion some directories may need to be removed by hand.
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Appendix A
GigaBit Fiber iBypass
with Heartbeat Specifications

Specifications
Electrical

Power Supply Input
100-240VAC, 0.5A, 47-63Hz

Power Supply Output
12V, 3A

Environmental

Operating Temperature
0°Cto40°C

Storage Temperature
-10°C to 70°C

Relative Humidity
10% min, 95% max, non-condensing

Mechanical

Dimensions
1.36” high x 11” deep x 8.75” wide

IBPO-HBSX-SFP and IBPO-HBLX-SFP Connectors
(1) DB9 (RS232 configuration port)
(1) RJ45 (management port)
(2) SFP (monitoring ports)
(2) SX LC (network ports) or (2) LX LC (network ports)

Indicators
(1) 2x16 Character LCD
(3) Link LEDs
(4) Threshold Alarm LEDs
(2) Power LEDs
(2) Bypass Mode LEDs
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Optical Interface

Fiber Type
Corning Multimode 62.5/125um, wavelength 1300nm
Corning Multimode 50/125um, wavelength 850nm
Corning Singlemode 8.5/125um, wavelength 1310nm

SFP Monitor Port Output Power
Varies, this is part of the SFP spec. Different for singlemode, multimode, short
range, and long range.

Software
iBypass Command Line Interface
Any terminal emulation software

Web Manager
Any browser

Net Optics System Manager
Windows 98, Windows 2000, Windows XP

Certifications
Fully RoHS compliant

Available Models

Models
IBPO-HBSX-SFP iBypass Switch with Heartbeat and SFP ports
IBPO-HBLX-SFP iBypass Switch with Heartbeat and SFP ports

Accessories
RK-iTP2 Two slot rack-mount panel
SFPKT-SX or SFPKT-LX SFP Kits, including cables
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Appendix B
Command Line Interface

iBypass Switch CLI Syntax

This Appendix contains information about the syntax to be used with each CLI
command. Commands include:

e Help
e Set
* Reset
e Show
¢ Echo
e Display
Command | Sub-Command | Syntax Description
Help Set help set Displays the set command
options
Reset help reset Displays the reset command
options
Show help show Displays the show command
options
Echo help echo Displays the echo command
options
Display help display Displays the display com-
mand options
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Command | Sub-Command | Syntax Description
Set IP set ip <address> Where <address> is the ip

address of the iBypass

Netmask set netmask Where <address> is the ip
<address> address netmask

Gateway set gateway Where <address> is the ip
<address> address of the gateway

Manager set manager Where <address> is the

<address>

ip address of the remote
manager

Parameter Port

set parameter port
<port ID>
<parameter>

Where <port ID> is A, B, C,
or D and <parameter> is

0 = GigaBit (other variables
not applicable)

Threshold Port

set threshold

Where <port ID> is Aor B

<port ID> and <parameter> is 0 to
<parameter> 100% of available bandwidth
Time set time Where <date & time> is
<date & time> mm/dd/yyyy-hh:mm:ss
Username set username Where <username> is the
<username> authorized user's name, 8
characters or less
Password set password Where <password> is the
<password> authorized user's password,
8 characters or less
LFD set LFD Link Fault Detection (Not ap-
<on or off> pllicable to fiber products.)
Detection set detection Bypass detection
<on or off>
txpacket set txpacket Edit HB packet
Timeout set timeout <# Number of seconds between

secs>

Heartbeat Packets sent from
the iBypass unit to a con-
nected monitoring device.
The default is 1 second. If
this parameter is set to 0, the
Switch is forced into Bypass
Mode.
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Command | Sub-Command | Syntax Description
Set Retries for set retry <#> Number of heartbeats that
(continued) | Bypass do not come back from a
device before an iBypass unit
stops sending traffic through
that monitoring device; the
default is 3. Heartbeat packets
continue to be sent and if one
comes back from the attached
device, traffic flow to the
device resumes.
Reset Peak reset peak port Where <port ID> is Aor B
<port ID>
Statistics reset statistics port | Where <port ID>is Aor B
<port ID>
Storage reset storage Resets configuation to fac-
tory defaults
Show Set show set Displays currents settings
Status show status Displays iBypass status
Statistics show statistics Where <port ID>is Aor B
<port ID>
Power show power Displays power status
Display show display Displays the display setting.
Display OFF disables remote
interfaces and front panel
LCD
User show user Displays current user logged
into the CLI
rxpacket show rxpacket Shows received HB packet in
HEX format
Display n/a display Toggles the front panel
display and remote interface
on and off
n/a echo <on/off> Echo off stops typed charac-

ter from being displayed on
the screen
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Limitations on Warranty and Liability

Net Optics offers a limited warranty for all its products. IN NO EVENT SHALL NET OPTICS, INC. BE
LIABLE FOR ANY DAMAGES INCURRED BY THE USE OF THE PRODUCTS (INCLUDING BOTH
HARDWARE AND SOFTWARE) DESCRIBED IN THIS MANUAL, OR BY ANY DEFECT OR INAC-
CURACY IN THIS MANUAL ITSELF. THIS INCLUDES BUT IS NOT LIMITED TO LOST PROFITS,
LOST SAVINGS, AND ANY INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING FROM THE
USE OR INABILITY TO USE THIS PRODUCT, even if Net Optics has been advised of the possibility of
such damages. Some states do not allow the exclusion or limitation of implied warranties or liability for inci-
dental or consequential damages, so the above limitation or exclusion may not apply to you.

Net Optics, Inc. warrants this Tap to be in good working order for a period of ONE YEAR from the date of
purchase from Net Optics or an authorized Net Optics reseller.

Should the unit fail anytime during the said ONE YEAR period, Net Optics will, at its discretion, repair or
replace the product. This warranty is limited to defects in workmanship and materials and does not cover
damage from accident, disaster, misuse, abuse or unauthorized modifications.

If you have a problem and require service, please call the number listed at the end of this section and speak
with our technical service personnel. They may provide you with an RMA number, which must accompany
any returned product. Return the product in its original shipping container (or equivalent) insured and with
proof of purchase.

Additional Information

Net Optics, Inc. reserves the right to make changes in specifications and other information contained in this
document without prior notice. Every effort has been made to ensure that the information in this document
is accurate. Net Optics is not responsible for typographical errors.

THE WARRANTY AND REMEDIES SET FORTH ABOVE ARE EXCLUSIVE AND IN LIEU OF ALL
OTHERS, EXPRESS OR IMPLIED. No Net Optics reseller, agent, or employee is authorized to make any
modification, extension, or addition to this warranty.

Net Optics is always open to any comments or suggestions you may have about its products and/or this manual.

Send correspondence to

Net Optics, Inc.

5303 Betsy Ross Drive

Santa Clara, CA 95054 USA

Telephone: +1 (408) 737-7777

Fax: +1 (408) 745-7719

Email: info@netoptics.com / Internet: www.netoptics.com

All Rights Reserved. Printed in the U.S.A. No part of this publication may be reproduced, transmitted,
transcribed, stored in a retrieval system, or translated into any language or computer language, in any
form, by any means, without prior written consent of Net Optics, Inc., with the following exceptions:
Any person is authorized to store documentation on a single computer for personal use only and that the
documentation contains Net Optics’ copyright notice.
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